
 

 

IT Security Analyst – Awareness 

Reporting to: IT Security Manager 

 

Main activities and responsibilities: 

 

Plans for the Development of Effective Security Awareness Campaigns: 

• Identifies and evaluates top human risks to the organization and the behaviors that must 
be changed to mitigate those risks. 

• Develops, reviews, implements, and maintains a security awareness program to mitigate 
human risks present in the organization’s operating environment. 

• Manages metrics that effectively measures employee compliance with information 
security policies and the overall effectiveness of the security awareness program. 

• Establishes and maintains an understanding of employee awareness around the 
organization. 

• Be current about the external and internal threat landscape and transform those 
insights in actionable knowledge to be delivered to employees. 

 

Manages and Leads Security Awareness Campaigns 

• Creates and manages effective awareness training, communications, and marketing. 

• Partner with IT Training Specialist to deliver meaningful and custom training to all 
employee levels. 

• Partner with HR globally to integrate Cybersecurity. 

• Targets campaigns to specific segments of the employee population. 

• Drive phishing simulation campaigns. 

• Ensures employees and third parties understand, acknowledge, and fulfill all applicable 
information security policies, procedures and best practices.  

• Encourages employees to adopt a security mindset.  

 

Reviews and Iterates Security Awareness Campaigns 

• Ensures security awareness trainings, communications, and marketing are engaging and 
influences changes in employees’ behavior.  

• Use data and metrics to drive adaptive approach to deliver cyber awareness 
organization wide. 

• Iterates and continuously improves upon existing awareness campaigns as appropriate. 

 

Education: 

• BA or MA in any area with relevant experience in communications, marketing, human 
behavior change and cyber risk.  

• Fluent English. 


